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Abstract 
Runtime verification is an emerging discipline that investigates methods and tools to enable the verification of 
program properties during the execution of the application. The goal is to complement static analysis approaches, 
in particular when static verification leads to the explosion of states. Therefore, non-functional properties, such as 
the ones presented by real-time systems are an ideal target for this kind of verification methodology, as are 
usually out of the range of the power and expressiveness of classic static analyses. In this paper, we present a 
framework that allows real-time programs written in Ada to be augmented by such runtime verification power. Our 
framework provides the code infrastructures needed to instrument the code with runtime monitors. Such monitors 
are responsible for observing a system and reach verdicts about whether its behavior is compliant with its non-
functional requirements.  We also sketch a contract language to extend the one current provided by Ada, with the 
long term goal of having an elegant way in which runtime monitors can be automatically synthesized and 
instrumented into the target systems. This usefulness of the approach is demonstrated by showing its use for an 
application scenario. 
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�� Generate an event meaning a task_release of Task_A
Ev_A: Events_Concrete.Event :=
Events_Concrete.Generate_Event_Task_Release_Structure (
Name => Task_A,
Monitor_Identifier_List => (Monitor_FormulaOne_Id => true),
Time => Time_Unit_Type(TIME_STAMP)

);

Generate_Event_Task_Release_Structure
TIME_STAMP

Time_Unit_Type Monitor_Identifier_List
Ev_A

Monitor_FormulaOne_Id
Monitor_Identifier_List

Task_A

Event_Based_Is_Sporadic

�� Use of Timming Events for waiting order
Ada.Synchronous_Task_Control.Suspend_Until_True (
Event_Based_Is_Sporadic

);

�� Get event from event manager
Event_Manager_For_Monitor.Protected_Event_Manager.readEvent (
Id => Monitor_Id,
E => Event_Manager_For_Monitor.Trace_For_Event_Manager.Trace_Elements

.Event(Tmp_Event)
);

�� Set event to the dedicated trace structure of the monitor
Object.Assign_Event_To_Trace(Event_Manager_For_Monitor.

Trace_For_Event_Manager.Trace_Element_Type(Tmp_Event));

Tmp_Event object



Protected_Event_Manager
Time_-

Based_Mode_Type

�� if there are events to consume discard the new ones
if Event_Manager_For_Monitor.Trace_For_Event_Manager.

Get_Number_Elements(Object.Trace) < 1 then

�� Get list of events
Event_Manager_For_Monitor.Protected_Event_Manager.

readListOfEventsBounded (
Id => Monitor_Id,
List => Temporary_Trace

);

�� Set list of events to trace structure of the monitor object
Event_Manager_For_Monitor.Trace_For_Event_Manager.

Push_ListOfEventsBounded (
Trace => Object.Trace,
Trace_Tmp => Temporary_Trace

);

end if;

Monitor_Id
Temporary_Trace

Push_ListOfEventsBounded

Temporary_Trace

Monitor_Function

Object.Monitor_Function;

Object

if Object.Mode = Time_Based_Mode_Type then
Next_Time := Next_Time + Release_Time;
delay until Next_Time;

end if;

Next_Time



�� get tuple from stack
Monitor_Stack.Pop(
Item => Input_Output_Par,
From => Object.Stack_For_Arguments

);

�� subdivide state to recall monitor function
Tuple := I_O_Par.Tuple;
Verdict := I_O_Par.Verdict;

Tuple
Verdict Procedure_For_Monitor

Procedure_For_Monitor( Object.Trace, Tuple, Verdict );

One_Step Trace

Procedure_For_Monitor

I_O_Par.Tuple := Tuple;
I_O_Par.Verdict := Verdict;

Monitor_Stack.Push (
Item => I_O_Par,
Onto => Object.Stack_For_Arguments

);

One_Step_Until_Symbol_Is_Consuming



Procedure_For_Monitor
Procedure_For_Monitor

while not Trace_Has_Been_Changed(Object.Trace) loop
Procedure_For_Monitor( Object.Trace, Tuple, Verdict );

end loop;

I_O_Par.Tuple := Tuple;
I_O_Par.Verdict := Verdict;

Monitor_Stack.Push (
Item => I_O_Par,
Onto => Object.Stack_For_Arguments

);

Procedure_For_Monitor I_O_Par
Monitor_Stack One_Step
Trace_Has_Been_Changed

One_Step_-
Until_T_Time_Units

Ada.Execution_Time.Timers.Set_Handler
( ETT_Timer,
Ada.Real_Time.To_Time_Span(CONSTANT_TIME),
Object.Control.Budget_Expired’Access );

while not Object.Control.Budget_Is_Expired loop
Procedure_For_Monitor( Object.Trace, Tuple, Verdict );

end loop;

I_O_Par.Tuple := Tuple;
I_O_Par.Verdict := Verdict;

Monitor_Stack.Push (
Item => I_O_Par,
Onto => Object.Stack_For_Arguments

);



Object.Control.Budget_Expired
Object.Control.Budget_Is_Expired

CONSTANT_TIME

One_Step_N_Times

for I in 1..Object.Counter�1 loop
Procedure_For_Monitor( Object.Trace, Tuple, Verdict );

end loop;

I_O_Par.Tuple := Tuple;
I_O_Par.Verdict := Verdict;

Monitor_Stack.Push (
Item => I_O_Par,
Onto => Object.Stack_For_Arguments

);

Object.Counter
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Monitor_Mode => M
M Event_Triggered

Time_Triggered

Monitor_Case => (T , C)
T
C

(T , C)

(TRE,↵) ↵

↵ ::= 0 | 1 | a 2 ⌃ |↵+ ↵ |↵↵ |↵? | h↵iI ,

⌃ I [a..b]
a, b 2 R+

0

(RMTLD,') �
R

'

� ::= c 2 R+
0 | x 2 Lv | duration[�]',

' ::= p 2 P | � op� | not' | ' or' | ' Un ' | ' Sn ' | Exx',

P op 2 {<,, >,�}
Lv n R+

0

Event
object’Event(e) for object’Event

use e ANY
Time





T_Simulation

task type T_Simulation (period: integer; deadline: integer)
with
Monitor_Mode => Event_Triggered,
Monitor_Case => ( RMTLD ,

T_Simulation’Event(Task_Release)
[T_Simulation’Time(period)]

T_Simulation’Event(ANY) < T_Simulation’Time(wcet)
);

Monitor_Case
R

’Event
ANY a



b ¬a _ aUn b n

Protected_Environment

pre read_CH4

read_CO2
post

protected type Protected_Environment
with
Monitor_Mode => Time_Triggered
Monitor_Case => ( TRE,
( Protected_Environment.read_CH4’Event(pre) .
<(Protected_Environment’Event(ANY))⇤>[0..20] .
Protected_Environment.read_CO2’Event(post))⇤

) ,
is
function read_CO2 return CO2_Level_State;
function read_CH4 return CH4_Level_State;
function read_Air_Flow return Air_Exhaust_State;
function read_WaterPipe_Flow return WaterPipe_Flow_State;

end;

[0..20] pre post

monitor_function_formulaone.ads
monitor_function_formulatwo.ads

µ



T_Simulator
µ

µ

µ

T_Simulator
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