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Abstract

Choosing a reliable parental control tool is essential to supervising minors accessing information and using
electronic devices. For this, it is necessary to determine which tools are the most suitable and if their
functionalities are effective. To our knowledge, despite the availability of existing tools that evaluate applications
and different actors, e.g., parent control applications recommended by Internet Service Providers (ISPs), none of
them properly characterize the various functionalities provided by the application while validating their efficacy. In
this paper, we propose a new comprehensive metric to effectively identify and evaluate the functionalities
provided by tools in the field of parental control. The metric is applied to some of the most downloaded apps from
the Play Store, and the results are compared with the applications recommended by ISPs in Chile, which cover
more than 93% of the market. The results from our analysis show that none of the parent control applications
recommended by Chilean ISPs managed to provide full confidence in the functionalities implemented since at
least one of their functions did not pass the test applied. The end goal for the test metric proposed is to allow
future developers to assess their applications beforehand while offering a better match with the customer 19s
expected service.
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Abstract. Choosing a reliable parental control tool is essential to su-
pervising minors accessing information and using electronic devices. For
this, it is necessary to determine which tools are the most suitable and if
their functionalities are effective. To our knowledge, despite the availabil-
ity of existing tools that evaluate applications and different actors, e.g.,
parent control applications recommended by Internet Service Providers
(ISPs), none of them properly characterize the various functionalities
provided by the application while validating their efficacy. In this paper,
we propose a new comprehensive metric to effectively identify and eval-
uate the functionalities provided by tools in the field of parental control.
The metric is applied to some of the most downloaded apps from the
Play Store, and the results are compared with the applications recom-
mended by ISPs in Chile, which cover more than 93% of the market. The
results from our analysis show that none of the parent control applica-
tions recommended by Chilean ISPs managed to provide full confidence
in the functionalities implemented since at least one of their functions
did not pass the test applied. The end goal for the test metric proposed is
to allow future developers to assess their applications beforehand while
offering a better match with the customer’s expected service.

Keywords: Parental control - Android - PDNS - Application evalu-
ation

1 Introduction

Currently, we are facing a global-level problem. The uncontrolled use of mobile
devices by children and adolescents (CA), along with the lack of supervision by
their guardians, parents, or caregivers (GPC), has resulted in the emergence of
various disorders, such as lack of sleep [4], gaming disorders |6], among others.
As a result, protecting the CA from exposure to these devices becomes relevant.
Globally, the US and the EU have been major references in the protection of
minors, regulating the content that CA can access, and restricting their access
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to categories of sites such as weapons, gambling, and pornography, among oth-
ers. Reports in Chile indicate that the time spent in front of screens by minors
between 9 and 12 years of age exceeds 3 hours a day [5/11], and it is observed
that they engage in mainly digital activities without time restrictions and adult
supervision. A similar result is found in [21], which shows that 42% of US chil-
dren aged 4 to 14 spend more than 30 hours a week on their phones (or their
parents’ phones). Among the mechanisms developed to protect CA are website
restrictions through Protective DNS (PDNS) [15] and parental control tools [27],
which help GPC to control CA’s screen time |26]. Due to the importance of such
tools, they have been analyzed from various perspectives, such as cybersecurity,
psychology, and sociology [2}/816,25], without having evidence — to our knowl-
edge — of a mechanism that evaluates the functionalities of mobile applications
in the domain of parental control and compares them with existing metrics.
However, if a functionality fails to fulfill its purpose, it is sufficient to determine
that it is not a suitable tool for GPC to place its trust in. Moreover, even if at
the public policy level Chile was the first country in the world to stipulate in
its net neutrality law an obligation to ISPs to provide a parental control ser-
vice available to users who require and request that blocks content contrary to
the law, morals, or good moral [9], a relatively recent study [5], reveals that 12
years after the promulgation of that law, only 37% of respondents are aware of
parental control tools, yet not necessarily aware of their effectiveness.

In this work, we will introduce a novel metric to evaluate different tools func-
tionalities comprehensively and thus determine the effective level of parental
control offered by the ISPs parent-control tools available in Chile. The rest of
this paper is organized as follows: in the next section, related work is presented
to highlight ways to protect CA from inappropriate content. Then, Section 3
presents the parental control functions studied, and Section 4 presents the anal-
ysis and results obtained. Finally, Section 5 concludes the paper.

2 Related works

To date, multiple parental control tools for mobile devices provide similar func-
tionalities and features without a formal mechanism to identify how they differ.
There are PDNS, which provide name resolution services specialized in block-
ing content by categories such as ads and adult content, among others. These
services can be configured at the network or device level. Unfortunately, they
are limited to filtering content, fulfilling only part of the functionalities provided
by parental control tools. As a result, selecting the best parental control tool
becomes complex, especially if evaluation systems mix objectivity of only some
features or are based on subjective user opinions, such as those from the Android
Play Store [22]. To address this, in [10], parental control tools are evaluated based
on compatibility, customization, ease of installation, price, and types of blocking.
However, comparative evaluation sites, such as IS4K [19] and more exhaustive
ones, such as SIP-BENCH I1I [1], provide detailed information on parental con-
trol tools, focusing on various dimensions such as the platform on which they
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operate, price, language, efficiency, usability, security, and functionality. In this
last category, different areas are developed in detail, indicating mechanisms to
evade their functionalities. Among the various functionalities, filters based on
different categories or through URL lists (whitelist or blacklist) are indicated.
Blocking messages is also considered, reinforcing studies focused on cyberbul-
lying, which demonstrate that the best way to prevent these situations is to
restrict who the CA is communicating with [3]. Despite the extensive informa-
tion collected, the analyzed applications are over eight years old, some evaluated
techniques are deprecated, and they do not consider functionalities like device
geolocation, a widely used feature today. In recent studies of parental control
applications, it has been evidenced that research lines have focused on the pro-
tection of private data [20], without finding studies that have continued the line
of evaluating the functionalities of these tools. This is concerning, given the high
dynamism of Internet content and the importance given to content categoriza-
tion in parental control tools. Tom’s Guide, a specialized benchmarking site [24],
conducted a comparison of the best parental control tools for mobile devices for
the year 2024. Applications are evaluated on a scale of up to five stars, empha-
sizing the options each tool contains and the user experience. To our knowledge,
the processes performed to assess the applications or the functions evaluated are
not evident. Among the apps analyzed in that study, Qustodio is chosen as the
best monitoring application, despite 7% of the comments on the Play Store [22]
indicating that its restrictions are easy to bypass.

3 Parental Control Functions

For a thorough evaluation, we selected the parental control applications through
the Android Play Store, with a restriction on those that had more than one
million downloads. The decision to choose Android over iOS, or both, was in-
fluenced by users’ perception of preferring higher-ranked applications. In [13],
a study conducted on cross-platform applications, it was revealed that Android
users tend to give higher ratings compared to iOS users. This trend suggests that
Android users may be less likely to notice or report functionality issues within
applications on this operating system.

To ensure a comprehensive analysis, we requested trial versions of the paid
apps from each developer. We specifically chose not to rely on user opinions or
Al-driven evaluations in our selection of parental control apps for several critical
reasons. First, user reviews often contain subjective biases, as they are influenced
by individual experiences that may not be representative of the broader user
base. These reviews can also be disproportionately negative or positive based on
temporary issues or personal preferences that do not necessarily reflect the app’s
overall performance or suitability for all users |7]. Furthermore, Al systems that
analyze user reviews to make recommendations can inadvertently amplify these
biases. These systems are often trained on datasets that reflect existing societal
biases and subjective opinions, leading to skewed results that do not accurately
capture the true effectiveness of an app. Al-driven evaluations can misinterpret
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the context of user reviews, leading to flawed decision-making where certain
apps may be unfairly favored or dismissed [14]. By directly testing trial versions
of applications, we can ensure that our analysis is based on objective criteria
and first-hand experience, free from the distortions that might be introduced by
user opinions and Al recommendations. This approach allows us to provide a
more accurate and fairer assessment of parental control apps, ensuring that our
recommendations are based on reliable and unbiased data.

In Table (1} the ID associated with each analyzed application can be seen,
along with the number of downloads detected to date, according to the geo-
graphical location of the United States. Furthermore, in Table [2] the parental

Table 1. Parental control applications for Android.

# Name 1D Version  Downloads

1 Qustodio  |com.qustodio.family.parental. ..| 182.14.1 more than 1 million

2 Kaspersky |com.kaspersky.safekids 1.88.0.9 more than 1 million
3 Norton com.symantec.familysafety 7.2.0.19 more than 1 million
4 OurPact com.ourpact.androidparent 1.0.29 more than 1 million

5 Screen Time com.screentime.rc 3.11.68 more than 1 million

6 ESET com.eset.parental 5.1.6.0 more than 1 million
7 FamiSafe com.wondershare.famisafe 6.2.6 more than 5 millions
8 Microsoft  com.microsoft.familysafety 1.24.0.941 more than 1 million
9 Google com.google.android.apps.kids. .. | 2.4.0.H. .. more than 50 millions

control applications offered by the ISPs in Chile, covering more than 93% of the
Chilean customer market [23], are reported, indicating which parental control
tool they offer their customers.

Table 2. Parental control tools offered by Chilean ISPs and their market share.

ISP Parental Control tool Market Share
Movistar Qustodio 30.7%

VTR VTR Play 23.9%

Claro Norton 6.8%

Mundo Qustodio 18.4%

Entel Google, Kaspersky 7.1%

GTD Eero Secure 7%

Then, to identify the functionalities that represent the majority of these types
of applications, each selected application was analyzed in search of functional
requirements associated with parental control. In this process, usability, pre-
sentation, and agility, among others, were excluded from the evaluation, high-
lighting the functionalities of restricting, protecting, and alerting, as they are
fundamental for the CA’s supervision. We will use the designations of client and
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server devices to refer to the devices used by the CA and that of the GPC. The
categories of functionalities evidenced in [1] were complimented, and for each
of them, a test environment was defined to specify how each functionality is
evaluated. The ten generated functions are detailed below:

1. Filter: Function that allows blocking websites by categories. To evaluate the
effectiveness of this function, the sites mentioned in Table [3] are used. After
activating content filters for gambling, weapons, and violence on the client
device, the sites are accessed through the browser URL. If all websites are
blocked, a v is recorded; otherwise, a X.

2. Real-time Blocking: Function that enables real-time changes on the client.
In case of blocking an application in use on the client and identifying its
instantaneous blocking, a v is recorded; otherwise, a X. If an application
used on the client device is blocked and its instant block is identified, a v is
recorded; otherwise, an X is recorded.

3. Airplane Mode: Function that identifies if it is feasible to bypass restric-
tions on the client by eliminating connectivity between the client and the
server. Airplane mode is activated on the client device, and general-use ap-
plications (defined in Sec. are executed to avoid sending reports to the
server, allowing their use without server approval. If the general-use appli-
cation cannot be used in airplane mode, a v is recorded; otherwise, a X.

4. App Monitoring: Function that informs the server which application is
running. If the notification is received on the server as soon as an application
is executed on the client device, a v is recorded; otherwise, a X.

5. Chat Monitoring: Function that monitors social media messaging appli-
cations and generates reports based on keywords. Social media applications
were used to send messages to the client’s device. To test the alarm, the fol-
lowing keywords were used: "te tiraste”, "tunazo”, "wn”, "camotazo”, which
are used in contexts of violence and weapons. These words are not commonly
known by the entire Chilean population, as slang varies between different
generations |18]. If messages containing the keywords are recorded, a v is
recorded; otherwise, a X.

6. Call Monitoring: Function that blocks incoming calls. Calls are made to
the client device from an unregistered number. If the incoming call is iden-
tified as unknown and its blocking is allowed, a v is recorded; otherwise, an
X is recorded.

7. Timer: Function that restricts the usage time of both the device and client
applications. An attempt was made to modify the time on the client device
to have more time than stipulated by the server. If authorization from the
server is required to change the time, a v is recorded; otherwise, a X.

8. Calendar: Function that restricts the usage days of the client device. An
attempt was made to modify the date on the client device to have more days
than stipulated by the server. If server permissions are required to change
the date on the client device, a v is recorded; otherwise, a X.

9. Geolocation: Function responsible for generating reports on the real-time
location of the client device. To verify the accuracy of this function, a GPS
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spoofer was used to generate a false location. If a notification is received
on the server when attempting to modify the geolocation, a v is recorded,
otherwise a X.

10. Geofence: Function that identifies if the client device has left a safe area
(an area previously defined by the GPC). This functionality is especially
important when emphasizing the accuracy of the GPS application [12], which
is known to be not entirely accurate in parental control applications. A GPS
faker was used to simulate leaving the safe area, and the safe zone’s limit
radius was exceeded by 200 meters. If a notification informs that the client
device is outside the safe zone, a v is recorded; otherwise, a X.

Based on the identified functionalities, we propose the Functionality Index
(FI) as an integrated metric corresponding to the sum of the values recorded
for each of the ten functionalities. If a v is obtained, it is assigned a value of 1,
otherwise a value of 0. The total value is converted to a scale of 1 to 5 stars to
compare it with the Play Store’s scoring system and Tom’s guide.

4 10
Fl= —S"F +1 1
10; s+ (1)

where F; corresponds to the value recorded in the i-th function.

3.1 Evaluation Environment

To evaluate the functionalities of parental control applications, an environment
with Windows 10 was used, with the client and the server running Android 11
on the Android Bluestacks 5 emulator. Google Chrome version 110.5481.154 was
used as the Internet browser, Viber Messenger version 19.5.4.0 as the messaging
and calling software, and FakeGPS version 2.1.2, selected as the best application
to spoof the client’s location in [17]. To evaluate the different functionalities of
parental control tools, CA defined general-use applications. Among these appli-
cations, we found the most downloaded games according to the Play Store and
the most used Internet apps by CA. We used Free Fire, Roblox, Ultimate Guys,
YouTube, Snapchat, Instagram, TikTok, and Facebook for this work. Filters as-
sociated with adult content were tested using weapons and online casino sites.
For each site, it was verified through the PDNS services reported in [15], which
offer blocking and filtering of ad messages of adult content if it is feasible to
identify that they belong to categories not suitable for minors and to deny their
resolution of name. Table [3] lists the sites and PDNS services used, where a v/
was recorded if the site was blocked by the PDNS, otherwise an X.

4 Analysis and Results

For each application in Table [I} the ten identified functions were evaluated,
and based on the results, Table [ was built. If the functionality could not be
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Table 3. Sites with content not suitable for minors.

< S &
Adguard ControllD S S &
URL Type pNs DNs O&Q &9 -~
lwww.betsson. com/cl/casino Casino X X X X X
www.mbitcasino.io/ Casino X X X X X
www.ignitioncasino.eu/ Casino X X X X X
www . impactguns . com/ Guns X X X X X
www.operationmilitarykids.org Guns X X X X X
www.navysealmuseum.org/ Guns X X X X X
WWW . gunsamerica.com/ Guns X X X X X
www .mccoyoutdoorco . com/ Guns X X X X X
www . greentophuntfish. com/ Guns X X X X X

evaluated because it was only available in the full version and was not in the trial
version provided by the developer, it was recorded with an F. It was considered
to have a score of 0. Despite PDNS claiming to be capable of filtering adult
sites, it was found that they did not manage to block the sites indicated in
Table [3] However, based on the data obtained in Table [4] five of the parental
control applications were able to detect them completely using category filters.
Although we have not evaluated filtering by specific URLs, it is important to
note that only Kaspersky and Google allow the use of blacklists to filter sites. As
observed, most of the functionalities recorded with an F correspond only to chat
monitoring, call monitoring, and GPS usage, allowing the use of the rest of the
basic functions. Filter and Geofence are among the functions with the highest
X records. As expected, the Filter is one of the most demanding fields since it
depends on large, updated databases, either to detect or train different learning
models. However, the accuracy of the geolocation tool is essential to achieve the
proper functionality. Based on the collected data, the FI value was calculated to
compare the scores obtained in the Play Store and Tom’s Guide. No comparison
was made with the scores of SIP-Bench III since they correspond to versions
older than eight years.

In Table [2| the parental control applications offered by ISPs in Chile to
comply with the law on net neutrality are reported. It is observed that Movistar
and Mundo together cover more than 49% of the telecommunications market
share in Chile. Both offer Qustodio as a parental control application, which,
together with the rest of the applications, based on the evidence in Table
except for ScreenTime, proves to be unable to meet at least one functionality,
validating the feasibility of bypassing the restrictions reported in [22]. In other
words, it shows the existence of at least one x in one of its functionalities. Based
on the data obtained from Fig. [T} it is found that Qustodio, although the highest-
rated application in the Play Store, scores only 3 points with FI, placing it below
average. In contrast, Famisafe, the lowest-rated tool in the Play Store, achieved
the highest score through FI.
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Table 4. Evaluation of the functionality for each application.

c\? + obe) i&% &&60 OQ% o
s NS XS N s @ > S
ID N @Q) & > 3 S be & &
< & & NS TN F oL
¥ & &
Qgﬁz” hod W ) O

1 v v X v F F v v F F
2 X v v v v v v v v X
3 X v v v v v v v v v
4 X X v v F F v v X X
5 v v v v F F v v F F
6 X v v v F F v v F F
7 v v v v v v v v v X
8 v v v v v v v v v X
9 v v X v v v v v X X

Norton was the only tool that managed to alert the client when the device
left the safe zone. Meanwhile, VTR uses a parental control tool to restrict access
to its multimedia service, and GTD uses a tool that communicates directly
with the router it provides. Both are limited to restricting content using their
infrastructure, so we do not consider them in this study. Finally, Entel is the
only ISP that recommends more than one parental control tool, making it clear
in its terms and conditions that they are not part of the service.

According to the findings from Tom’s guide, most applications garnered sim-
ilar ratings, with Kaspersky being the exception, earning the highest score. No-
tably, the functions of the applications did not show any significant disparities.

5 Conclusions

While numerous parental control tools are available, the lack of a formal mech-
anism to objectively evaluate them, considering all their features, poses a sig-
nificant risk to the current state of Internet safety. In this work, we identify the
most downloaded mobile parental control applications on the Play Store and
many PDNS specialized in blocking adult content. Based on filter functionality,
we could show that despite using specialized tools to detect adult content, not
all managed to block it. This highlights the need for further research in this
area, considering the high dynamism of Internet content and the negative effects
that the mass adoption of Al may bring. Based on our results, parental control
tools will have a higher priority over PDNS if we need to filter the content by
categories. From several scoring mechanisms evaluated, it is observed that there
is a feature diversity to consider in these metrics, complicating the choice of the
GPC of the best tool for supervising the CA. Our work shows that not all func-
tionalities, just because they are present or declared, function correctly, which is
what the GPC would expect. The problem of offering the best tool is accentuated
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Fig. 1. Comparison of different evaluation metrics.

when Internet operators offer solutions that are not optimal. Our findings reveal
a significant limitation in the current state of parental control tools. All the ap-
plications offered by ISPs in Chile, among those analyzed, did not demonstrate
the correct functioning of at least one functionality of the parental control tools.
This underscores the pressing need for innovation and improvement in this area.
This leaves the investigation open to continue to seek mechanisms that allow for
more precise evidence of whether the functionalities provided by parental control
tools effectively meet what is stipulated.
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